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Abstract 
To the extent that phishing has become a serious 

threat to information security, there has been rather 
limited theory-grounded research on this burgeoning 
phenomenon. In this paper, we propose a study on 
victimization by phishing based on the Heuristic-
Systematic Model of information processing. We argue 
that the Heuristic-Systematic Model offers an ideal 
theoretical framework for investigating the 
psychological mechanism underlying the effectiveness 
of phishing attacks, and present a preliminary research 
model based on the theory.  

 
1. Introduction  

“Phishing is the act of attempting to fraudulently 
acquire through deception sensitive personal 
information such as passwords and credit card details 
by assuming another's identity in an official-looking 
email, IM, etc. The user is provided with a convenient 
link in the same email that takes the email recipient to 
a fake webpage appearing to be that of a trustworthy 
company. When the user enters his personal 
information on the fake page, it is then captured by the 
fraudster.” [26] 

Phishing is common, though exact statistics and 
incidence rates are difficult to come by due to the 
highly distributed nature of email and the World Wide 
Web.  PhishTank, an organization that tracks phishing 
attacks verified 14,586 unique phishing attacks during 
April, 2011 [21].  Of course, the actual incidence of 
phishing attacks is much higher since each attack can 
target millions of Internet users. 

The success rate of phishing attacks is unknown, 
though informal and controlled experiments often 
achieve alarmingly high success rates. For example, a 
controlled experiment was conducted by Master’s 
students taking an information assurance course taught 

by one of the authors at a state university in 2010. The 
attack targeted 105 faculty and staff members via their 
University email addresses.  Within 22 minutes of 
sending the phishing email, 38 (36.19%) people 
clicked the counterfeit link and 16 (15.24%) people 
submitted a valid username and password when 
prompted to login with their credentials. A controlled 
experiment using Indiana University students achieved 
a 15% success rate in a control group and a 72% 
success rate when the attack was modified to 
incorporate victim-specific information from social 
networking sources. [11] 

Phishing attacks are designed to exploit human 
cognitive biases instead of technology loopholes. 
Phishing offenders often masquerade as a credible 
figure and broadcast manipulative messages – through 
emails, instant messages, or short messages – to a large 
population. While the validity of the messages may not 
be difficult to disprove with some investigation, 
victims are usually caught off-guard at first glance. 
Victimization by phishing thus bypasses technological 
controls by manipulating human tendencies and 
information processing. As such, psychological and 
behavioral factors arguably play a more important role, 
but little research has attempted to identify, describe, 
and analyze them systematically. This paper endeavors 
to bridge the gap. 

Prior studies have attempted to investigate phishing 
through a variety of theory-driven and methodological 
means, such as the influence of experiential and 
dispositional cues [30], individual differences in 
phishing susceptibility [27], information carelessness 
[29], hybrid data mining on the severity of the phishing 
attack [5], and pragmatic preparedness of practitioners 
[2]. No study, to our best knowledge, has been able to 
further gauge the psychological mechanism underlying 
the effectiveness of phishing attacks.  
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Drawing on a dual-process theory of information 
processing, we propose an empirical study that 
investigates the human factors and psychological 
mechanisms associated with phishing attacks based on 
Heuristic-Systematic Model. We begin with 
introducing the model and explaining why it can be 
applied to study victimization by phishing. We then 
develop a preliminary research model, followed by a 
brief discussion on research method. A short 
discussion on potential contributions that the model 
might provide concludes the paper. 

 
2. Heuristic-Systematic Model 

The Heuristic-Systematic Model (HSM) is a model 
of information processing [4] that originated from 
persuasion research in social psychology. Persuasion 
research studies how received messages can change 
people’s attitudes. The gist of the HSM model holds 
that when being persuaded, people first establish the 
validity of the received message using a combination 
of heuristics and, systematic processing, with the 
precise mix determined by multiple factors. 

The HSM and closely-related models such as the 
Elaboration Likelihood Model [20] are called dual-
process models because they incorporate two 
information processing modes: 

• Heuristic processing takes advantage of the 
factors embedded within or surrounding a 
message (called heuristic cues) such as its 
source, format, length, and subject, to quickly 
make a validity assessment. 

• Systematic processing carefully analyzes the 
message’s information content and may also 
conduct follow-on research to make a validity 
assessment. 

Compared with heuristic processing, systematic 
processing is more effortful and takes more time and 
cognitive resources. According to the HSM, people 
will tend to limit their investment of time and cognitive 
resources unless motivated to do so. Among the factors 
that may motivate people to invest or not invest 
cognitive resources are: 

• Perceived  importance of the decision outcome 
• Perceived risks 
• Time and other pressures 
• Skill level 
• Presence/absence of heuristic cues 
In a similar fashion to Simon and Newell’s 

description of satisficing [16], the HSM recognizes that 
not all decisions are worthy of the exhaustive effort 
required to generate high reliability or accuracy.  
People adjust their decision-making effort based on 
their perceptions of importance and risks, available 

time and cognitive resources, social pressures, their 
own skill levels, and the results of initial heuristic 
processing. Of course, their perceptions of importance 
and especially risk are sometimes flawed. 

HSM is unique among dual-process information 
processing models due to its inclusion of a concept 
called the sufficiency threshold—the “desired 
judgmental confidence” that people wish to reach when 
making decisions under a given circumstance [6]. HSM 
argues that when message recipients engage in validity 
assessment, the level of their confidence in their 
assessment must reach or surpass sufficiency threshold 
for them to be comfortable with their judgment. They 
will continue processing the message as much as 
possible until the sufficiency threshold is attained. 
Thus, when heuristic processing alone cannot lead the 
message recipients to achieve the sufficiency threshold, 
it is likely that they will invoke systematic processing, 
even though it requires more effort 

HSM contends that heuristic and systematic 
processing modes can and do occur concurrently.  
Potential interactions include: 

• Additivity (reinforcement)—Heuristic and 
systematic processing may lead to the same 
conclusion and confidence in that conclusion 
will be higher than with either technique alone 

• Bias—Heuristic processing may generate 
initial conclusions that bias the nature and 
scope of systematic processing 

• Attenuation—Systematic processing may 
produce conclusions that limit or overturn 
those of heuristic processing 

 
3. HSM Model Applications 

The HSM and other dual-process information 
processing models have been supported and applied in 
many published studies in the social psychology 
literature such as [7], [12], [22], and [23].  Further 
support and application is found in the marketing-
related literature including [13], [1], [9], and [8]. 

Researchers in various computer- and information-
related subfields have also supported and applied the 
HSM model to user evaluation of trust and credibility 
in online scenarios such as [18], [28],  [24], and [10]. 
Researchers that analyzed an experiment where 
students evaluated results returned by search engines 
concluded “… different degrees of heuristic and 
systematic processing occurred, depending on the 
situational demands as well as the Web experience and 
the domain specific involvement of the user.” [28].  
Researchers that analyzed digital media credibility 
evaluations by young people concluded “A heuristic 
thus invoked can either directly lead to a snap 
judgment as in heuristic processing … or serve to 
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frame, bias, or otherwise guide more systematic 
processing of ...” [24] 

In an article summarizing the skills that users need 
to assess the credibility of online information, the 
author proposed a model of Web site credibility 

assessment shown in Figure 1 [14].  Note that the 
model explicitly incorporates aspects of the HSM 
including motivation, ability (skill), and both heuristic 
and systematic processing. 

 
 

 

Figure 1. Dual-processing model of Web site credibility assessment. [14] 

4. Phishing and the HSM Model 

Application of the HSM to phishing is a 
straightforward extension of the applications of search 
engine and web site credibility noted above. The nature 
of phishing attacks is to mislead message recipients 
into making a quick but incorrect heuristic assessment 
of the validity of false messages, thus avoiding or 
biasing systematic processing. Thus from HSM’s 
perspective, the success of a phishing attack depends 
on whether the attacker can achieve the following 
objectives individually or in combination: 

1) Promote heuristic processing 
2) Suppressing systematic processing 
3) Reduce the sufficiency threshold 
4) Provide a message that can stand systematic 

processing 
In this sense, HSM provides an ideal theoretical 

framework to understand victimization by phishing. 
To illustrate how HSM can be employed to 

investigate how phishing leads to victimization, we 
present a preliminary research model (Figure 2). In 
previous HSM research, systematic processing has 
been assessed by examining the effect of the argument 
quality – “the strength or plausibility of persuasive 
argumentation” [6] – of the message on validity 
assessment. When systematic processing occurs, high 

quality arguments lead to favorable message 
assessment. In the current research context of phishing 
attacks, false messages are used with the intention to 
mislead the message recipients. High level of argument 
quality that can stand message recipients’ systematic 
processing will increase the likelihood that they be 
victimized. Therefore, we hypothesize: 

H1. Message recipients will be more likely to be 
victimized by phishing messages with high 
argument quality. 

 
Heuristic processing depends on the ready 

availability of heuristic cues. One heuristic cue that has 
been extensively studied [25] [33] and that phishing 
offenders particularly like to take advantage of is 
source credibility: Most phishing messages assume a 
false source identity and pretend to be from a credible 
source such as a friend or authoritative department. 
The effectiveness of (false) source credibility has been 
repeatedly demonstrated in actual phishing attacks, 
thus: 

H2.1. Message recipients will be more likely to 
be victimized by phishing messages pretending 
to be from a source with higher level of source 
credibility. 
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Figure 2.  Proposed research model

Another heuristic cue that we propose to study is 
genre conformity. Genres are “socially recognized 
types of communicative actions that are habitually 
enacted by members of a community to realize 
particular social purposes” [17]. Serving as templates 
for communications, they represent the association 
between communication formats and communication 
purposes [31], and help to improve communication 
efficiency and effectiveness. 

For example, as businesses communicate with their 
customers electronically over time they develop certain 
communication genres for certain communication 
purposes. Especially, the email and/or message 
templates frequently used by businesses when sending 
mass communications to customers further reinforce 
the development and use of such genres. Phishing 
offenders can abuse these genres by forging their 
messages to resemble legitimate messages and bias the 
recipients into believing the validity of the messages 
[32]. An example is shown in Figure 3, where elements 
of the message mimic those of common 
communications between a university and its faculty 
and staff using heuristic cues such as colors, logos, and 
the standard layout of an internal newsletter. This 
figure shows the email message used in one the studies 
described in the paper introduction. 

In this research model, we define genre conformity 
as the extent to which the composition of a phishing 
message conforms to the relevant genre used by a 
legitimate message it attempts to mimic, and posit: 

H2.2. Message recipients will be more likely to 
be victimized by phishing messages with higher 
level of genre conformity. 

Factors that can affect the extent of systematic 
processing and heuristic processing are typically 
modeled as moderators in research using dual-process 
theories (e.g., [25] [33]). In this research model, we 
focus on one personality variable, need for cognition, 
and one contextual variable, pressure for immediate 
action. Need for cognition refers to the intrinsic desire 
for a person to comprehend and structure 
environmental information. It captures individual 
differences in dispositions to engage in effortful 
cognitive activities [3] [[19]. Previous research 
suggested that people with higher level of need for 
cognition are more likely to engage in systematic 
processing and less likely to be influenced by heuristic 
processing. Since an increased level of systematic 
processing is more likely to reveal the fallacy of 
phishing messages, recipients with higher level of need 
of cognition are less likely to be victimized. Thus we 
hypothesize: 

H3.1 Message recipients with higher need for 
cognition is less likely to be victimized. 

H3.2 Effect of source credibility on 
victimization will be less for message recipients 
with higher need for cognition than for those 
with lower need for cognition. 

H3.3 Effect of genre conformity on victimization 
will be less for message recipients with higher 
need for cognition. 

 
 

H4.2 + 

H4.3 + 

H4.1 - 

H2.2 + 
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Figure 3. A phishing message demonstrating genre conformity

Systematic processing demands time and cognitive 
resources. If message recipients are distracted, or are 
pressed for time, systematic processing will be 
suppressed. Some phishing attacks attempt to 
exaggerate the urgency of the situation and press the 
message recipients into actions as soon as possible, 
thus suppressing systematic processing. Under such 
circumstances, message recipients usually have to rely 
on heuristic processing to make decisions, which are 
often incorrect due to bogus heuristic cues. Thus, we 
hypothesize: 

H4.1 Phishing messages that impose more time 
pressure decrease the effect of argument 
quality. 

H4.2 Phishing messages that impose more time 
pressure increase the effect of source 
credibility. 

H4.3 Phishing messages that impose more time 
pressure increase the effect of genre conformity. 

Lastly, we explore factors that can lower the 
sufficiency threshold for message recipients. 
Pretexting is a commonly used technique in social 
engineering attacks, with which offenders use a pre-
designed scenario to legitimize their interactions with 
potential victims, reduce their suspicions, and 
eventually mislead them to give away sensitive 
information or perform actions that would be deemed 
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atypical or in violation of company policies otherwise 
[15]. 

In the context of phishing, pretexting may be 
difficult to design, but it may simply be the result of 
coincidences: a company may have experienced an 
email system failure just before their employees 
received phishing messages asking for their email 
account information. Either way, we argue that 
pretexting can lower the sufficiency threshold of 
message recipients, and hence: 

H5. Phishing attacks coupled with pretexting 
are more likely to victimize message recipients. 

We also believe that phishing messages targeting 
less damage will lead the message recipients to care 
less about the message validity and more likely to act 
as instructed by the message: 

H6. Phishing attacks targeting less damage are 
more likely to victimize message recipients. 

5. Research Method and Applications 

The research model presented in Figure 2, of 
course, is preliminary. The constructs and hypotheses, 
therefore, need to be further developed, refined, and 
operationalized to enhance their rigor and 
appropriateness for further parsimonious 
investigations. Both qualitative and quantitative data 
will be collected to test the final research model and 
hypotheses. Qualitative data collected through field 
observations and interviews will allow us to gain more 
first-hand insights into the phishing attacks and the 
messages they use, and provide us with the opportunity 
to verify our theoretical reasoning and refine it.  

Quantitative data collected through scenario-based 
surveys, on the other hand, will allow us to test the 
hypotheses in a positivist way. Through triangulating 
the findings from both studies, we can gain more 
confidence in the validity of the findings and hope to 
present scientifically rigorous outcomes in the near 
future.  

Although a detailed understanding of the 
determinants of phishing victimization is an interesting 
goal in itself, many researchers, system/network 
administrators, and users are more interested in how to 
prevent phishing victimization. One possible 
application of the results of controlled experiments of 
the above hypotheses will be to determine which are 
proven and to what extent each contributes to 
victimization. Knowing which model components are 
most significant will provide direction to further 
research specifically targeted to reducing victimization 
and will ultimately enable more precise targeting of 
anti-phishing efforts. 

For example, if source credibility were the most 
significant determinant, anti-phishing technology 
researchers and vendors might achieve greater success 
by concentrating their efforts on sender identification 
technologies and system administrators might add 
them to email and other messaging systems. In 
addition, user training efforts might place greater 
emphasis on identifying bogus and valid senders and 
teach specifically-targeted techniques, skills, and 
exercises to do so. 

 
6. Conclusions 

In this article we propose a study of victimization 
by phishing based on HSM. Through this study, we 
hope to offer instrumental insights to the often 
neglected human aspects of information systems 
security management and to theoretically advance 
behavioral information security research. Applying 
HSM to victimization by phishing, we hope to test it in 
a new research context, and potentially advance this 
popular theory. We are also optimistic that the results 
can pragmatically inform business decision-makers of 
how employees can deal with phishing attacks and 
social policy-makers of how public can recognize and 
circumvent phishing attacks. 
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